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Abstract—Smart grid (SG) is a new technology which allows
the electrical power grid to be smart. Cyber security plays an
essential role in the smart grid in order to secure the bidirectional
communication between the utility and the consumer side. To
pursue confidentiality and integrity, a key management scheme
is considered a critical challenge in the SG. As a result, several
key management protocols have been proposed in literature.
However, many of those proposed protocols have a centralized
feature that depends on a single server called Meter Data
Management System (MDMS) to distribute keys and update
them. In this paper, we propose a distributed key management
scheme with authentication capability to avoid the single-point
failure problem by removing the need for using an MDMS.
Furthermore, we apply our scheme to the microgrid which
can be considered a small-scale smart grid and can be isolated
from the main grid. The security and performance analysis are
conducted to show the effectiveness and scalability of our scheme
by considering the communication and computation cost.

Index Terms—Smart grid, cyber security, key management
protocol, microgrid.

I. INTRODUCTION

The smart grid is considered as the next generation of the
power grid which enables a two-way communication between
the end users and the utility with self-healing reliable grid
protection [1]. Some of the expected benefits of the SG
are (𝑖) preventing blackouts; (𝑖𝑖) allowing new technologies
and products like plug-in hybrid electric vehicles (PHEVs);
(𝑖𝑖𝑖) opening the door to microgrids [2] (𝑖𝑣) Supporting the
deployment of renewable energy sources to be integrated with
the SG; (𝑣) automatic maintenance and increased reliability
and transparency; and (𝑣𝑖) reducing the generation cost of
the electricity [3] through demand response (DR) projects [4].
These benefits are arise through communication between smart
meters and the utility via Advanced metering infrastructure
(AMI) system [5]. Although the previously mentioned advan-
tages for the smart grid, many risks may affect the system
like man-in the-middle (MITM) attack, denial of service
(DoS) attack, impersonation attack, sniffing on smart meters,
spoofing and replay attacks [6], [7], [8].

Several organizations are interested in the deployment of
smart grid security, e.g., Cyber Security Working Group
(CSWG) led by National Institute of Standards and Tech-
nology (NIST) [9] and several work are done to insure
security requirements: authentication, availability and integrity.
To pursue authentication and integrity in the smart grid, a key
management is still a critical problem [10]. This is because

(𝑖) the SG consists of a large number of smart meters which
differs from one country to another. (𝑖𝑖) the smart meters are
considered resource-constrained devices with small memory
and limited processor. In literature, many research papers tried
to address and solve this problem [11], [12]. In Sec. II we
illustrate some vulnerabilities to some of those schemes and
illustrate our proposal.

SG can be defined as a network of microgrids. A microgrid
is a small scale electrical system which may be isolated from
the main grid. However, existing key management schemes
do not consider the possibility of isolation of the microgrid.
Microgrid shall be discussed in Sec. III.

Our main contributions in this paper can be summarized as
follows. (1) we study the existing key management protocols
and their weaknesses; (2) we propose our new distributed
key management scheme for the microgrids; (3) we show the
security and performance analysis of our scheme.

The remainder of this paper is organized as follows. Sec. II
presents the main issues of the existing key management
schemes. Sec. III presents the system model of the microgrid
which we will apply our distributed key management on it
and the abbreviations used in our scheme. Sec. IV presents
our proposed protocol for management keys in the microgrid.
The security and performance analysis are discussed in Sec. V,
followed by conclusions of our work in Sec. VI.

II. PROBLEM STATEMENT

In this section, we review some of the existing schemes that
have been introduced to solve the key management process in
the smart grid. Liu et al. [11] proposed a key management
scheme for the AMI system that depends on the key graph
technique [13]. The key graph technique uses a hierarchical
key tree to generate the group keys for large groups. The
advantage of using key graph technique is its low computation.
However, it has a common type of DoS attacks called de-
synchronization attack [12]. Wan et al. [12] proposed their
key management which directly relies on the one-way function
tree technique (OFT) [14]. OFT is a common centralized key
management protocol in which nodes are arranged in a binary
tree so they can collaborate with a central server called meter
data management systems (MDMS) to compute the group key.
However, we see that these schemes have some drawbacks
like:



1) They are centralized techniques which depend only on
the MDMS to manage keys so this considered a single
point failure problem.

2) These schemes impose large overhead on the MDMS
because the SG consists of large number of smart meters
which may reach several millions in some areas.

3) They consider only the way of communication, e.g., uni-
cast, multicast, and broadcast, and not the architecture
of the SG. For example, they do not consider how to
secure the communication in a microgrid.

Key management techniques can take other forms than
being centralized [15]. In this paper, we introduce the idea
of using distributed key management protocols in which no
central server is required to secure the communication.

SG can be considered a network of microgrids. A Mi-
crogrid [16] is generally defined as a low voltage network
with distributed generation sources, together with local storage
devices and controllable loads (e.g. water heaters and air
conditioning). They have a total installed capacity in the range
of a few hundred kilowatts to a couple of megawatts. The
unique feature of microgrids is that, although they operate
mostly connected to the distribution network, they can be
automatically be transferred to islanded mode. Therefore, we
propose a novel distributed key management protocol tailored
for the microgrid. In addition, by performing a security and
cost analysis for our proposal, it shows that it is suitable for
the smart meters low capabilities.

III. SYSTEM MODEL AND NOTATIONS

Fig. 1: a Microgrid consisting of four buildings, two wind
farms, two solar panel generators and a WiMax Tower. Elec-
tricity is exchanged between buildings through power lines. A
WiMAX tower can be employed to support communications
in the microgrid.

We consider the following model for the microgrid as shown
in Fig. 1. The main component of the microgrid are the smart
meters which are implemented in hardware to do the following
functions:

1) Measuring electricity usage.
2) Responsible for the two-way communication with the

utility.
3) Allowing demand response (DR) [3] to increase the

usage efficiency [4], [17].
Communication through the microgrid can be done using
WiMAX technology [18]. Also, the microgrid can work on
either islanded mode or connected to the smart grid as shown
Fig. 1. The notations and abbreviations with their definitions
through our paper are listed in Table. I.

TABLE I: Notations.

GID Group identifier.
⊕ An exclusive OR operation.
𝑛 Number of smart meters in a DR project.

𝐻() Secure hash function.
𝐾𝐺 Group key.
𝐾𝑁𝐺 New group key after a member change.
∥ Concatenation operator.

𝑓(𝑔) One way function.
PKT Public Key Table contains the parent binary code associated with

member public key.
𝐾𝑔𝑒𝑛(1𝑏) A secure b-bit key generation algorithm.

Ti The recorded time instance of sending the message.
HMAC𝐾𝑖 Hash-based Message Authentication Code (MAC) generation

algorithm by using the shared session key 𝐾𝑖.

IV. OUR PROPOSED SCHEME AND TREE ARCHITECTURE

As stated earlier, our scheme has a distributed feature. We
adopt one of the recently existing distributed schemes [19] to
be employed in the microgrid. The main feature of this scheme
is its low communication and computation overheads which is
important for the deployment on the smart meters as stated in
Sec. II.

The main features of this scheme are as follows:
∙ The scheme is based on the one-way function tree tech-

nique [14]. However, no central server exist. As a result
meters can control the key management process with each
others.

∙ Meters are organized in a binary tree as in Fig. 2 in which
each node has two codes:

1) Binary code is used to discover the member posi-
tion.

2) Decimal code is used to calculate intermediate
nodes key which is used to encrypt data to a specific
meters in the group.

∙ Two types of keys are used by smart meters:
1) Public key for each meter generated by Diffie-

Hellman key agreement.
2) Symmetric keys are assigned to intermediate nodes

which can be used to secure communications within
the multicast group.

∙ The Public Key Table (PKT) is used to store the public
key of meters and the decimal code associated with their
parent binary code and then is used to share a secret
session key between group members. Moreover, the PKT
is updated when a smart meter leaves or joins a demand
response (DR) project periodically.



∙ Any smart meter who want to join a specific group
can calculate all the decimal codes which it belongs by
knowing only its parent code by removing the the last
digit from the right as shown in Fig. 3

Fig. 2: A group of eight meters consisting a demand response
(DR) group are organized in a tree. Each node has two codes:
a decimal and a binary one. Also, the leaf nodes are assigned
D-H keys.

Fig. 2 shows eight meters arranged in a binary tree (A binary
tree is used for the simplicity, but we could design it as a
ternary tree). The node 0 is the group identifier (GID), we
assume that the microgrid is divided into groups and each
group has an identifier to decrease the computation overhead.
First the decimal code is determined for each node using this
equation:

𝐶𝑜𝑑𝑒𝐶ℎ𝑖𝑙𝑑−𝑛𝑜𝑑𝑒 = 𝑓(𝐶𝑜𝑑𝑒𝑃𝑎𝑟𝑒𝑛𝑡−𝑛𝑜𝑑𝑒∥𝑅𝑎𝑛𝑑𝑜𝑚− 𝑑𝑖𝑔𝑖𝑡)

Then it is used to calculate the intermediate node key:

𝐾𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑡𝑒−𝑛𝑜𝑑𝑒 = 𝑓(𝐾𝐺 ⊕ 𝐶𝑜𝑑𝑒𝐼𝑛𝑡𝑒𝑟𝑚𝑒𝑑𝑖𝑎𝑡𝑒−𝑛𝑜𝑑𝑒)

For example, the node (00) has a decimal code= (0∣∣4) =
04, where 4 is a random number generated by the meter and its
intermediate key which can be used to encrypt data between
𝑆𝑀 1, . . . , 𝑆𝑀 4 is:

𝐾1,4 = 𝑓(𝐾G ⊕ 04)

A. Key Establishment in Our Scheme

We adopt our key establishment from Diffie-Hellman key
agreement [20]. Let 𝔾 = ⟨𝑔⟩ be a group of large prime
order 𝑝. Each smart meter in the group generates a private
value (xi ∈ ℤ

∗
𝑝), then determines the public key by gxi. After

each meter determines its public key, it broadcasts this key to
other meters and stores it in the PKT. For example, the two
meters (𝑆𝑀 𝑖, 𝑆𝑀 𝑗) can determine a shared session key (Ks)
as follows:

𝑆𝑀 𝑖 ⇒ 𝐾𝑠 = 𝐻((𝑔xj)xi), 𝑆𝑀 𝑗 ⇒ 𝐾𝑠 = 𝐻((𝑔xi)xj) (1)

where: xi and xj are private values for 𝑆𝑀 𝑖 and 𝑆𝑀 𝑗

respectively.
When a smart meter 𝑆𝑀 b asks to join a (DR) program, it

should be authenticated by the sponsor (say 𝑆𝑀 a). This can be

0804

047 081 082045

GID

0451 0453 0472 0474 0812 0815 0825 0826

Parent code is 047
random number is 2 

Fig. 3: Calculating decimal codes of intermediate nodes.

done as in [21] in Fig. 4 as follows: (𝑖) suppose 𝑆𝑀 a and 𝑆𝑀 b

have their public and private keys. The public and private keys
of 𝑆𝑀 a are 𝑃𝑢𝑏SM a and 𝑃𝑟𝑖𝑣SM a. The public and private
keys of 𝑆𝑀 b are 𝑃𝑢𝑏SM b and 𝑃𝑟𝑖𝑣SM b. (𝑖𝑖) 𝑆𝑀 a generates
a random number xa and calculates gxa. (𝑖𝑖𝑖) 𝑆𝑀 a sends gxa

encrypted by the public key of 𝑆𝑀 b. (𝑖𝑣) 𝑆𝑀 b decrypts the
received message and replies with gxa and gxb encrypted by
the public key of 𝑆𝑀 a. (𝑣) 𝑆𝑀 a checks if received gxa is the
same as the sent one, thus 𝑆𝑀 b is authenticated and they both
can share a secret session key as in Eq. 1.

𝑆𝑀𝑎 𝑆𝑀𝑏

xa ∈ ℤ
∗
𝑝, 𝑔

xa ∈ 𝔾
{𝑔xa}{𝑒𝑛𝑐𝑟}𝑃𝑢𝑏𝑆𝑀𝑏−−−−−−−−−−−−−→

{𝑔xa∥𝑔xb}{𝑒𝑛𝑐𝑟}𝑃𝑢𝑏𝑆𝑀𝑎←−−−−−−−−−−−−−−− xb ∈ ℤ
∗
𝑝, 𝑔

xb ∈ 𝔾

𝐾𝑠 ← 𝐻((𝑔xb)xa) 𝐾𝑠 ← 𝐻((𝑔xa)xb)

Fig. 4: Authentication scheme.

B. Multicast Key Management

In this section, we discuss the multicast communication
which is required to the demand response (DR) projects which
are critical for achieving efficiency in the microgrid.

1. Smart Meter Joining
When a new smart meter asks to join the group. The

joining protocol is employed to update the group key and the
intermediate node codes. We discuss the join protocol from
Fig. 6. When 𝑆𝑀 8 wants to join the group, it sends a hello
message by making a broadcast asking to join the group. First
𝑆𝑀 7 (who has no sibling) should authenticate 𝑆𝑀 8 and see
if it can join the (DR) program or not as discussed earlier in
Fig. 4 by first computing a new public key 𝑔𝑥7

′
. Then they

both can compute a shared secret session key (𝐾𝑠) as follows:

𝑆𝑀7 ⇒ 𝐾𝑠 = 𝐻((𝑔x8)x7
′
), 𝑆𝑀8 ⇒ 𝐾𝑠 = 𝐻((𝑔x7

′
)x8)



𝑆𝑀 7 updates his position from (01) to (011) by and renew
the Public Key Table (PKT) as in Fig. 5. 𝑆𝑀 7 sends an update
to other meters about the change in the (PKT) for node (011).
To ensure that two nodes do not have the same decimal code,
𝑆𝑀 7 uses its PKT to select 9 as a random number to calculate
the decimal code for its parent (011) as in (𝑆1), then it updates
the group key by applying a one-way function to the previous
group key as in (𝑆2) and sends them to 𝑆𝑀 8 encrypted by the
shared session key. Also, we employ a Hash-based Message
Authentication Code (MAC) generation algorithm by using 𝐾𝑠

on the sent message to pursue integrity as in (𝑆3).

𝑐𝑜𝑑𝑒𝑛𝑜𝑑𝑒(011) = (08∥9) = 089⇒ (𝑆1)

𝐾NG = 𝑓(𝐾G)⇒ (𝑆2)

𝑆𝑀7 → 𝑆𝑀8 : {𝐾𝑁𝐺, 089, 𝐻𝑀𝐴𝐶𝐾𝑠
}{𝑒𝑛𝑐𝑟}𝐾𝑠

⇒ (𝑆3)

The remaining group members renew the group key by ap-
plying (𝑆2). Also, smart meters in the affected path recalculate
the intermediate codes as follows:

𝑆𝑀 7, 𝑆𝑀 8 ↔ 𝐾7,8 = 𝑓(𝐾NG ⊕ 089)⇒ (𝑆4)

𝑆𝑀 5, . . . , 𝑆𝑀 8 ↔ 𝐾5,8 = 𝑓(𝐾𝑁𝐺 ⊕ 08)⇒ (𝑆5)

NodeDecimal Public

Code Key

000 045 𝑔𝑥1, 𝑔𝑥2

001 046 𝑔𝑥3, 𝑔𝑥4

010 082 𝑔𝑥5, 𝑔𝑥6

01 08 𝑔𝑥7

⇒

NodeDecimal Public

Code Key

000 045 𝑔𝑥1, 𝑔𝑥2

001 046 𝑔𝑥3, 𝑔𝑥4

010 082 𝑔𝑥5, 𝑔𝑥6

011 089 𝑔𝑥7
′
, 𝑔𝑥8

Fig. 5: PKT update when 𝑆𝑀 8 joins.

0

000

00 01

010

SM
2 SM

5

045
K1,2

K1,4
04 08

SM
6

SM
7

0

001000

00 01

010 011

SM
2

SM
3

SM
5

045
K1,2

K3,4 K7,8

K1,4

K5,804 08

SM
6

SM
7

SM
8

SM
4

SM8 joins SM8 Leaves 

082

082 089
K5,6

K5,7

046

K5,6

SM1

SM1

001

SM
3

K3,4

SM
4

046

Fig. 6: Smart meter joining and evicting.

2. Smart Meter Evicting
When a smart meter asks to leave the group and to ensure

the forward secrecy the group key must be updated using the

leave protocol. If 𝑆𝑀 8 wants to leave the group, its sibling
(𝑆𝑀 7) upgrades his position in the tree to (01) and updates
the PKT by deleting the leaving member as shown in Fig. 7,
also it informs other meters about that change by sending a
broadcast message. 𝑆𝑀 7 generates a new group key (𝐾NG)
using 𝐾𝑔𝑒𝑛(1𝑏) algorithm and uses his PKT to share a key
with any meter in each branch of the tree. Then it sends the
new group key to them (𝑆1 and 𝑆2).

𝑆𝑀7 → 𝑆𝑀1 : {𝐾𝑁𝐺, 𝐻𝑀𝐴𝐶𝐾1
}{𝑒𝑛𝑐𝑟}𝐾1

⇒ (𝑆1)

𝑆𝑀7 → 𝑆𝑀5 : {𝐾𝑁𝐺, 𝐻𝑀𝐴𝐶𝐾2
}{𝑒𝑛𝑐𝑟}𝐾2

⇒ (𝑆2)

Where: 𝐾1 = 𝐻((𝑔x1)x7) and 𝐾2 = 𝐻((𝑔x5)x7) are shared
secret keys between (𝑆𝑀 7 and 𝑆𝑀 1) and (𝑆𝑀 7 and 𝑆𝑀 5)
respectively.

Next, 𝑆𝑀 1 and 𝑆𝑀 5 use the intermediate codes to encrypt
the new group key and send it to other meters in the tree as
in (𝑆3 and 𝑆4).

𝑆𝑀1 → 𝑆𝑀2, . . . , 𝑆𝑀4 : {𝐾𝑁𝐺, 𝐻𝑀𝐴𝐶𝐾1,4
}{𝑒𝑛𝑐𝑟}𝐾1,4

⇒ (𝑆3)

𝑆𝑀5 → 𝑆𝑀6 : {𝐾𝑁𝐺, 𝐻𝑀𝐴𝐶𝐾5,6
}{𝑒𝑛𝑐𝑟}𝐾5,6

⇒ (𝑆4)

To pursue the forward secrecy, the meters in affected branch
should update the intermediate node codes i.e.,

𝑆𝑀 5, 𝑆𝑀 6, 𝑆𝑀 7 ↔ 𝐾5,7 = 𝑓(𝐾NG ⊕ 08)⇒ (𝑆5)

NodeDecimal Public

Code Key

000 045 𝑔𝑥1, 𝑔𝑥2

001 046 𝑔𝑥3, 𝑔𝑥4

010 082 𝑔𝑥5, 𝑔𝑥6

011 089 𝑔𝑥7, 𝑔𝑥8

⇒

NodeDecimal Public

Code Key

000 045 𝑔𝑥1, 𝑔𝑥2

001 046 𝑔𝑥3, 𝑔𝑥4

010 082 𝑔𝑥5, 𝑔𝑥6

01 08 𝑔𝑥7

Fig. 7: PKT update when 𝑆𝑀 8 leaves.

3. Secure Unicast and Multicast Communication
Our scheme adopts the following message transmission

methods in order to achieve confidentiality and integrity:
Secure Unicast Communications. When 𝑆𝑀 𝑖 wants to

send a message (𝑚𝑖) to 𝑆𝑀 𝑗 , they both can use their PKT
to generate a shared secret session key (𝐾𝑠) and send the
following message:

𝑆𝑀 𝑖 → 𝑆𝑀 𝑗 : {𝑚𝑖, 𝑇 𝑖,𝐻𝑀𝐴𝐶𝐾𝑠
}{𝑒𝑛𝑐𝑟}𝐾𝑠

where: 𝑇 𝑖 is the recorded time instance of sending the message
and used to prevent replay attacks, also 𝐻𝑀𝐴𝐶 is based on
the sent message and is used to ensure integrity of message.

Secure Multicast Communications. The shared group key
(KG) is used to secure the multicast communication. For
example 𝑆𝑀1 can send a (DR) message (𝑚𝑖) to other meters
in the group as follows:

𝑆𝑀1 → 𝑆𝑀𝑜𝑡ℎ𝑒𝑟𝑠 : {𝑚𝑖, 𝑇 𝑖,𝐻𝑀𝐴𝐶𝐾𝐺
}{𝑒𝑛𝑐𝑟}𝐾𝐺



TABLE II: Computation cost comparison for our scheme with Liu [11].

Liu [11] Our proposed scheme

Adding a Member
MDMS (4𝑛+ 5)𝐶𝑓 + (𝑛+ 2)𝐶ℰ 0
Smart meter 4𝑛𝐶𝑓 + 𝑛𝐶ℰ 2(𝑛𝐶𝑓 + 𝐶ℰ)

Evicting a Member
MDMS (4𝑛+ 5)𝐶𝑓 + (𝑛+ 2)𝐶ℰ 0
Smart meter 4𝑛𝐶𝑓 + 𝑛𝐶ℰ (2𝑛− ℎ+ 3)𝐶𝑓 + 2(ℎ− 1)𝐶ℰ

* 𝑛 is the number of meters in the group, ℎ is height of the key tree. 𝐶𝑓 and Cℰ are respectively
the computational cost for calculation of the one-way function and the encryption function ℰ .
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Fig. 8: Simulation results for computation cost.

𝐻𝑀𝐴𝐶 and 𝑇 𝑖 are used to ensure integrity and prevent
replay attacks, respectively.

V. SECURITY ANALYSIS AND PERFORMANCE ANALYSIS

In this section, we discuss the security analysis of our
scheme from the context of the key management scope. We
begin by demonstrating the features of it, then the performance
analysis on real-life are conducted.

A. Security Analysis

Our new scheme has the following security features:
Distributed feature: Our model removes the need for the

utility (MDMS) to generate or update keys (re-keying process)
which is a good feature for microgrid architecture which may
be isolated from the main smart grid. Moreover, smart meters
at joining phase do not have to exchange keys. Also, at leaving
phase, the new group key is forwarded to remaining meters
by using intermediate node codes.

Forward secrecy: (from the key management point of view)
Is used to prevent a leaving or removed group member to
continue accessing the communication within the group. This
is illustrated in Sec. IV-B. When 𝑆𝑀 8 leaves the group, the
tree and the PKT is updated so that member will not be able
to decipher group messages encrypted with the new key.

Backward secrecy: Is used to prevent a new member
from decoding messages exchanged before it joins the group.
In Sec. IV-B before 𝑆𝑀 8 joining the group, it should be
authenticated and only new group key and the parent binary
code is delivered to it, so it only can compute new intermediate
codes and can not decipher previous messages even.

B. Performance Analysis:

We analyze the performance of our proposed scheme from
two aspects, namely, computation and communication cost.
Then we compare these results with another existing proto-
col [11] (Although Liu’s scheme has a centralized feature of
key management, we compare our distributed key manage-
ment with it to demonstrate the effectiveness of our scheme
especially on smart meters).

TABLE III: Cryptographic Calculations on MICAZ.

Cryptographic operation MICAZ
AES 0.023 ms

HASH 0.023 ms

1) Computation cost: (means that the processing over-
head needed by the nodes to update the keys when a node



joins/leaves.) We estimate the computation overhead that is
required by smart meters to add or evict a member as shown
in Table II. To simulate our scheme on a real life environment:
from [22], cryptographic operations are done in wireless sensor
node MICAZ which look like smart meters in nature and
has 4KB RAM, 128KB ROM and equipped with a low-
power ATmega128L micro-controller working at 7.3MHz.
We assume that encryption is done by Advanced Encryption
Standard (AES). Table III show the time calculations for both
AES and HASH operations. We use MATLAB [23] to evaluate
the performance of our scheme as shown in Fig. 8 which
proves that our model is efficient and scalable especially on
the smart meters.

2) Communication Cost: Is used to determine the number
of messages required to transmit in group re-keying process
when a member joins/leaves the group. Communication cost
results are given in Table IV. As shown in the Table IV, our
scheme only needs one message to be delivered to the new
member at joining phase that contains the new key. At the
leaving phase, it needs a number of messages of order log2 𝑛.
Only a broadcast message is needed in both join or leave to
update the PKT. These results prove that our scheme has a
low communication overhead which is very convenient for the
microgrid environment.

TABLE IV: Communication cost comparison.

Liu’s [11] Our proposed scheme

Adding a Member Broadcast 0 1
Unicast 2𝑛𝐾 1𝐾

Evicting a Member Broadcast 0 1
Unicast 2𝑛𝐾 (2 log2 𝑛− 2)𝐾

* 𝑛 is the number of meters in the group and 𝐾 is the size of
a key in bits respectively.

VI. CONCLUSION

In this paper, we introduced the idea of using distributed
key management protocols in the smart grid in which no
central server is used to distribute keys or update them when
a member’s status changes, also we suggest applying this
model to the microgrid which can be in islanded mode and
the utility has no control on it. The security and performance
analysis of our model shows that it has low computation and
communication cost while achieving forward and backward
secrecy. In the future work, we shall apply the distributed key
management for the whole AMI system.
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